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1. INTRODUCTION  

Through the past several years and until 

today, the computer industry has been passed 

through big development, and become the 

connection between computers a major challenge. 

A simple workplace consists of several 

computers, printers, and servers connected, and 

can be connected to the personal computer at 

home by creating a communications and transport 

network to make the work more comfortable. 

Because of the development of technologies, it 

has become possible to connected a large number 

of devices in multiple networks together instead 

of a few computers. However, the complexity and 

size of the network become a major challenge and 

requires a good network monitoring and 

management system, so the demand for 

monitoring and management system has become 

urgent [1]. 

The world today is dependent on information 

technology. To facilitate the exchange of 

information and communication, the data 

networks play a key role in providing many 

services, Although they use different types of 

networks based on different technologies. The 

treatment with information, news, multimedia, 

and sensitive data such as bank details, financial 

and accounting details for companies in 

government and private sector. therefore Data 

networks must be reliable by users and continue 

to be given services under any conditions 

encountered by networks such as having a heavy 

load on the network. [2]. The network monitoring 

system enables network engineers and 
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ABSTRACT
  In this paper, a network service monitoring system was proposed by relying on the agent for several reasons, 

including the possibility of providing effective control over the network, preventing penetration, reducing complications, 
ensuring the continuity of service on the network, permitting quality of service, reducing downtime and system cost. The 
proposed network management and monitoring system includes a set of tasks such as (monitoring the network service 
using a simple interface, the ability to add and delete new users, provide security, and the ability to distribute monitoring 
tasks to many agents and make adjustments independently without user intervention). The proposed monitoring system 
can be applied to the internet or local networks. The agent monitors and observes events on the network and collects 
information from all parts of the network and sends it to the server to convert it to a page that is designed to display this 
information  in  real-time to the  administrator.  Event  monitoring  information  on  the  network  is  collected  at  the  user's 
request or on a scheduling system created by the network manager and sent this information to the server to alert the 
manager  when  a  fault  occurs. By providing  the  ability  to  make  some  decisions  without  consulting  the  manager.  This 
system has been designed to be general in all types of networks in the sense that it can be used in monitored and manage 
the network activated or passive, and it can be applied in the local networks and global networks.
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administrators to remotely monitor network 

statistics. The monitoring system allows 

administrators to remotely monitor networks and 

use any device that is connected to the network to 

access. This is one of the main objectives in 

developing the observable systems to enable 

access from anywhere in the world. The system 

tracks network devices, servers, nodes, 

connectivity, traffic as well as basic hardware 

configurations [3]. The traditional network 

management and monitoring systems perform 

management tasks in a centralized way[4]. This 

centralized management results in a scalability 

problem because the network management center 

is responsible for collecting and processing all the 

monitoring data from all the network elements 

being managed, this will create a delay in the 

system and add traffic load on the network [5].  

One of the important tasks to the system's 

administrator is monitoring networks to ensure 

proper system operation and protect system 

resources from being misused by intruders or 

attackers. This typically involves monitoring for 

inconsistencies in user activities, resource usage, 

system configuration, traffic load, and enforcing 

security policies. A large enterprise network 

typically consists of hundreds of nodes and 

resources with varying amounts of heterogeneity 

among them in terms of the hardware and 

software [6]. 

So one of the most important parts of 

network management is a monitoring system 

capable of monitoring and tracking many sites, 

networks, and tasks in real-time.[7] The collected 

monitoring information is also necessary to 

develop the services required to the highest level, 

and to develop the components of the network 

system that provide decision support, Ultimately, 

some degree of automated decision-making, to 

help maintain and improve workflow through the 

network [8].  

The term network management is divided 

into network monitoring and network control by 

using programs or devices, where monitoring is 

responsible for test the communication process 

between devices on the network, examining 

hostile activities, and other tasks [4].  

This operation goal of providing an efficient 

and high-performance network. Several of the 

literature related to research has been reviewed 

over the past twenty years and to identify and 

benefit from the most important work that 

researchers have done and avoided errors that 

have occurred with them.  

Several remote monitoring and control 

programs and systems have been viewed. 

Whether these systems are commercial products 

or experimental research platforms only. The 

researches related to the monitoring systems that 

were conducted were classified into the following 

categories: 

• Internet monitoring using proxies, GPS, etc.[9]. 

• Monitor using a wireless sensor[9]. 

• Wireless monitoring using Bluetooth or Wi-Fi 

[9]. 

• GSM-SMS protocols that use the GSM module 

individually or with Internet technologies[9]. 

(Blaauwbroek et. al., 2018) designed a 

distributed monitoring system for energy 

production and distribution networks, reducing 

consumption and monitoring power transmission 

lines [10].  (Monasa et al, 2016) In this paper a 

network screen is designed on conventional 

computers, enabling it to perform smart 

processors to handle loads load well while 

developing a mechanism that supports System-

On-Board (SOB) [11]. (Chen et. Al, 2016) have 

developed a reliable and robust system to monitor 

and detect threats to efficiently mitigate cyber 

threats [12]. (Zhong et. Al., 2010) They designed 

a GPRS-based wireless remote monitoring 

system[13]. (Kumari and Malleswaran, 2010) 

They developed a real-time equipment monitoring 

and control system using built-in web-based 

technology that connects the device directly to the 

network as a point of contact [14]. 

 

The commonly agreed benefits of an 

agent have been discussed in many research 

papers [15][16][17].  From this benefits increase 

the flexibility of the system by easy access to the 

resources hosted by the server and can be used to 

extend and update dynamically capability of 

application, reduce the network traffic, 

asynchronous interaction it can execute the 

distributed task, interaction with real-time system 

and support dor heterogeneous environment. 

In this paper, agents technology was 

used to design the network monitoring system and 

provide the best services. In addition to this 

introduction, this paper contains five other 

sections: Section 2 presents the design of the 

monitoring system. Section 3 presents the 

monitoring system based on the implementation 

of the agents. Section 4 presents results and 

discussions. Section 5 Conclusions and some 

future work. 

 

2. MONITORING SYSTEM DESIGN 

Network monitoring and management system 

carries problems related to configuration 

capability, reliability, efficiency, security, and 

ability to count surrounding and distributed 
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accounts, and controlling the network to ensure 

the smooth operation of the network [18] 

In this paper, a monitoring system is 

designed to respond to all the requirements of the 

current monitoring systems in use, as well as the 

flexibility to distribute management and 

monitoring functions over several nodes and send 

information to the server to be displayed to 

management or to alert the manager when a 

network failure occurs, after which the manager 

takes action Appropriate measures or the 

assignment of an agent to carry out appropriate 

actions.  

This system also allows flexibility in 

displaying information that is prepared for 

management, i.e. the important choice or need to 

be monitored for display, unnecessary blocking, 

and simple graphical interfaces designed by the 

designer, as well as the ability to display this 

information from any computer or mobile on the 

network. To protect the system from intrusion, we 

designed an entry authentication interface 

 

2.1 System Architecture 

The physical architecture of the system 

is as shown in Figure 1, consisting of a group of 

computers connected to the central system 

management station, the server, which hosts the 

central control agent. The server also provides an 

interface for human service operators to interact 

with the system and perform administrative 

functions such as system configuration, 

maintenance, updates, service separation, 

modifying some settings, etc. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

To design the server interface the PHP 

programming language which is used to develop 

Internet sites with a range of other languages such 

as HTML and CSS is used to configure and 

format display interfaces and is linked to the 

application software interface (API), through the 

designed interface, Which is the link between the 

system and the router board [19].  As shown in 

Figure 2. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.2 Network Communication System Design 

After linking the network components to 

the router board we write the Class API which 

contains several functions. The most important of 

which is the interconnection between the router 

board and the server to get the information 

reading by the router board and convert it from 

matrices to specific tables that are designed as we 

needed or desired by the manager (Required to be 

monitored) thus information is displayed 

regularly, including these functions (Connect, 

Write, COMM).                                                 

This functionality is called by the 

software to perform a set of code written in any 

language. this research uses the PHP 

programming language is one of the most popular 

programming languages used to create and 

develop websites, applications and is one of the 

languages that the webserver interprets and 

implements its code and then sends the result to 

be displayed in the user's browser.  

The PHP language is used to create 

dynamic web pages any variable page content that 

changes as a result of user interaction and because 

of the interactive capabilities of this language 

with web pages and the user, type of control from 

web pages has been added directly by the 

observer and this allows control of the network 

from any device on the network. 

 For security purposes, an entry system is 

designed to protect the network from intrusion so 

that the person authorized to enter the network is 

given a username and password, The scheduling 

of some functions was also used by the designer 

and as needed to carry out certain tasks during the 

Figure1: Physical Architecture 

Figure 2: Software architecture 
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specified periods without returning to the 

manager to make monitoring and management 

more accurate, intelligent and easier. 

 

2.3 Agents Functional Description 
In this paper, the network monitoring 

system is designed based on a group of Agents. 

The functions of all agents required in this system 

have been defined to collect data, process it, or 

control and make decisions when necessary. All 

Agents are designed and programmed on the 

server-side. After connecting the network 

components to the routing board, the Class API 

has been written, which contains many functions, 

the most important of which is the 

interconnection between the routing board and the 

server to obtain information. Read through the 

routing plate and convert it from a matrix to 

specific tables, this is designed as needed or as 

desired by the manager (required to be monitored) 

This information is displayed regularly, including 

these functions (Connect, Write, COMM). The 

PHP document web site has been connected to a 

database with a "config.PHP" file. 

 

2.4 Agents Interface Design 

In this section we outline the main work 

plan, which consists of two parts with some 

options and functions as shown in Figure (3) and 

(4) : 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.5 Monitoring System Implementation 

  After completion of the network 

connection process. The administrator enters to 

system from the page address given to him by the 

designer upon entering. This address asks the 

administrator to enter the name and password for 

security purposes and to verify the identity of the 

person authorized to enter the system. The system 

interface which contains many tabulations is then 

accessed with each tab containing information 

brought to from the network to display it on this 

page. After that, the system automatically connects 

with the network and fetches the interface 

information by Agent and sends these readings to 

the server. The server is linked to the network by 

the API. Where it is called by the software to make 

the linking to sending and receiving of information. 

 

 

3. RESULTS AND DISCUSSIONS 

This section deals with a set of interfaces for 

this system which was designed using Agents 

technology. Figure (5) shows the first interface to 

enter the system. This interface allows only 

authorized users to enter the network monitoring 

system as shown in Figure (6). And using 

monitoring system options, whether from 

collecting information about the devices 

connected to the network or controlling them. 

 

 
Figure 3: Main Menu of System 

Figure 4: Sub Menus of System 
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The system interface consists of a set of 

options that allow the administrator to monitor 

and control the network and system, as shown in 

Figure(7). 

As shown in Figure (8), the network 

monitoring system displays the router board 

interface information, learn about active and 

closed Ethernet, and control the router board from 

the system interface. Network users' information, 

username, password, address, packet size, data 

transfer speed, sending speed, receiving speed, 

traffic monitoring, status, and control. 

In this paper, some important and 

required features have been chosen in modern 

monitoring systems. To test the availability of 

these features in the proposed system and 

compare them with a set of network monitoring 

programs and tools as shown in the following 

table (1): 

The percentage of each network 

monitoring application is calculated based on the 

data in Table 1 where the number (1) is given if 

the system has this feature and number (0) if this 

missing, and the percentage of each application 

has been calculated. 

Percent = (number of properties in the 

system/number of total properties) * 100% 

The proposed system has some 

characteristics, including: 

1- use a Web Browsers Interface. Results 

are sent from the server to a Web page that can be 

accessed from anywhere by knowing only its 

address. 

2- depended on the agent to design and 

operate the system. 

3- Remote access to the system which 

makes it easy to access the system from anywhere 

on the network using a computer or any mobile 

device. 

4- A key feature of this system is to link 

the server agent to the Mikrotik and take 

advantage of all the microtecs that control the 

network. 

From Table No. (1), we note that the 

proposed network monitoring system in our study 

has a big rating with 80% because of the features 

as shown in Figure (9) then the Dude and 

Solarwind with rate 65%, followed by advance IP 

Scanner and Network Monitor Microsoft at 50%. 

 

4. CONCLUSION  

The purpose of designing this system was the 

need for a system to manage and monitor network 

services that can be used by an ordinary person 

and the ability to alarm the network manager 

when any error happened by sending messages to 

phone or email and the ability to alarm the 

network manager when any error happened by 

sending messages to phone or email. Through this 

system, it is possible to diagnose problems that 

the network may be exposed to. This system 

provides the ability to control the continuity of 

network services which makes the system 

dynamic enough to respond to the changing 

environment. The benefits of this system can be 

summarized in the following: 

- Maintain continuity and network ready. 

- Ensure continuity of service by collecting 

information about network use. 

- Detection Facilitates network error detection. 

- Maintenance Facilitate network maintenance by 

monitoring the administrator and alerting him 

when it occurs. 

- Cost control so that the user's needs are met at 

an affordable cost. 

 

 

 

 

 

 

 

Figure 6: Network Monitoring system interface 

Figure 5: System access interface 
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Table 1: Comparing the proposed monitoring system with other systems [20-22] 
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1 Web browser interface 1 0 0 0 0 

2 Remote control 1 1 1 0 1 

3 Speed 1 1 1 1 1 

4 Security service 1 0 0 0 1 

5 Control and management 1 1 0 1 1 

6 Agent -based 1 1 0 0 0 

7 Email alert 1 0 0 0 0 

8 
AVERAGE RESPONES 

TIME 
1 1 1 1 0 

9 Chatting 0 0 0 0 0 

10 Filter display data 1 0 1 1 0 

11 Filter web page 1 1 1 1 0 

12 Hardware monitor 1 1 1 1 1 

13 GUI 1 1 1 1 1 

Figure 8: System control interface 

Figure 7: System access interface 
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 تصميم نظام فعال لمراقبة الشبكة بالاعتماد على الوكيل
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 الالكترونية *كلية الهندسة  - نينوىجامعة 

 **قسم هندسة الحاسوب -كلية الهندسة  -جامعة الموصل 

 
 صلخستالم

 عالة على الشبكة,ف سيطرةامكانية توفير  لعدة اسباب منها وذلك تصميم نظام مراقبة خدمة الشبكات بالاعتماد على الوكيلاقتراح  هذا البحث، تمفي  
يتضمن نظام ادارة ومراقبة  .تقليل زمن العطل وكلفة النظام ,تسيحن نوعية الخدمة ,مان استمرارية الخدمة على الشبكةض ,تقليل التعقيدات ,منع الاختراق

الأمان، والقدرة على وتوفير  ،ة على إضافة مستخدمين جدد وحذفهاالقدر ،يطةدام واجهة بسمجموعة من المهام مثل )مراقبة خدمة الشبكة باستخالمقترح الشبكة 
شبكة  المقترح على مراقبةالنظام من الممكن تطبيق  .ين(توزيع مهام المراقبة على العديد من الوكلاء، وإجراء تعديلات بشكل مستقل دون تدخل المستخدم

يقوم الوكيل بمراقبة وملاحظة الاحداث التي تحدث على الشبكة ويقوم بجمع نظام مراقبة الشبكة معتمد على الوكيل. حيث   المحلية. اتالانترنيت او الشبك
لى المسؤول المعلومات من كافة اجزاء الشبكة وارسالها الى الى السيرفر الذي يحولها الى صفحة تم تصميمها لعرض هذه المعلومات في زمنها الحقيقي ع

ؤول يتم جمع معلومات مراقبة الاحداث عند طلب المسؤول او حسب جدولة زمنية يحددها المسؤول وارسال هذه المعلومات الى السيرفر لتنبيه المس )المدير(,
أنواع الشبكات  في حال  حدوث خلل ما مع توفير القدرة على اتخاذ بعض القرارات بدون الرجوع الى المسؤول. لقد تم تصميم هذا النظام ليكون عامًا في كل

 .بمعنى أنه يمكن ان يستخدم للمراقبة والادارة  النشطة والخاملة للشبكة ويمكن تطبيقه في الشبكات المحلية والشبكات العالمية
 

  الكلمات الداله :

 .نظام المراقبة , خدمة الشبكات, ادارة الشبكة، العميل 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


